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The Background to IoT6 Gateways
ÅLarge number of IoTdevices by 2030 ςTrillions

ïEven 100s billions controllers

ïControllers and/or devices increasingly IP-enabled

ÅAuthorisation and Security completely vitabut

ïMany end-devices weak, security protection complex

ÅIoTfor legacy devices will continue for a long time

ïComputers or phones replaced every 3-5 years

ïMany industrial and infrastructures replace in decades

ÅGateways best simple, functionality in servers
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Network, Gateway and Device Needs

ÅMust be scalableto large numbers & global reach

ÅIoTapplications/devices need configuration data
ïIdentity and location of devices (in usable form)

ïMay need descriptions how technologies act

ïThus much use of repositories

ÅSecurityfunctions essential
ïNeed to provide appropriate services

ïNeed services to be implementable 

ïNeed provisions to be trustworthy

ïNeed operations to be trusted
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What does Scalability mean?
ÅArchitecturemust accommodate large numbers

ïIdentifiers, numbers of devices and processes

ïTypes of processes, devices and gateways

ïAddressing all above

ïStoring their properties 

ÅTopologymust allow large numbers of devices 
to be accessed, monitoredand controlled

ÅCapable Reach should be global

ïEven though most applications more local
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What Security services needed?
ÅOften authenticationservices required

ïBoth of the requestor and of the target process/device

ÅAuthorisationservices vital

ïDirectly from requestor or trusted intermediary

ïAchieved by trusted authentication

ÅMay require confidentialityservices

ÅMay require non-repudiation of request or reply

ÅMay require audit trail of transactions
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Scenarios, Components and Systems

ÅAchieving scalability and security requires much 
more than for scenario or separate components

ÅWeb services (REST) provide a scalable mechanism

ÅIPv6 gives a large Net space for addressing objects

ÅPasswords, symmetric and asymmetric encryption 
provide tools to enable security

ÅHowever all the above need an appropriate 
architecture and infrastructure to provide services
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IOT6 and HANDLE
ÅThe IOT6 considering how IPv6 addresses main IOT 

problems

ÅHave examined many features, and built system 
particularly for legacy technologies

ÅMost components not yet incorporate security

ÅExamining how properties of CNRI HANDLE system 
help appicationcomposition, scalability, security

ÅIs existing, deployed, globally accessible technology

ÅNot necessarily use actual global systems
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What is the DNS?
ÅThe Domain Name Structure is a hierarchic naming 

structure for identifying uniquely network objects
ÅThe DNS is Name Resolution Service resolves the name 

to network address of a network object
ïThe basic DNS normally requires some credentials for locally 

modifying DNS entries; DNSSEC provides evidence that the 
DNS entries returned are authentic
ïThe DNS system is globally distributed and replicated
ïThere is no confidentiality on DNS entries, and no 

authorisation required to access them

ÅThere are components for Registering, Storing and 
RolvingDomain Names
ïThere may be a searchable database linking properties of a 

device to its domain name
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What is HANDLE
ÅThe HANDLE naming structure assigns a unique 

hierarchic identifier  - a Handle- to a digital object

ÅA Handle is a record that associates the identifier with 
a list of attribute pairs type/value 
ïAs with Names in the DNS, from a certain level, the owner 

of the ID space can assign hierarchic identifiers

ïAny  desired meaning can be associated with type

ÅLike the DNS, the HANDLE system has subsystems
ïResolving (HIR), registering (HR) and storing Handles (HS)

ïPermitting global access to the Handle store

ïProviding database systems linking properties to Handle

ïRequiring authorisation to update entries
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DNS and HANDLEDifferences
ÅThere are significant differences also

ïHandle attributes are much richer including security 
tokens, access to processes and databases                    

ïAccess to a Handle attribute store requires authorisation

ïHandle resolver requests can require authenticated and 
confidential responses

ïHandle attributes can even be recursive ςmeaning other 
Handles can be an attribute

ïHANDLE has better facilities for delegating functionality to 
subordinates, and for server distribution

ÅWould be very important for scaling and management
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HANDLE and Security

ÅHANDLE use can provide the basis for secure systems
ïAttributes of a Handle can be stored in encryptedform
ïThey can include passwordsand public/private key pairs 
ïAccess via HANDLE allows delegated authorisation 
ÅApplication may use delegated authorisation ςallowing complex 

authorisation with simple facilities in gateways or end-devices
ÅProvide sophisticated  facilities where processing power exists, 

simple acceptance in constrained deviceswith trustworthy coms

ÅTrustworthy secure process chaining and 
communications  with DTLS
ÅResource protection can rely merely on trustworthy 

authentication in protected resource
ïProviding authorisation process, inter- process chaining 

andinter-process communication are trustworthy 
ïNormally number of authentication sources limited
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Name Structure and Group Operations

ÅAnother aspect is the possibility of different 
Handles implying different group operations, e.g.:

ïread all sensors in 4th floor

ÅMay map into IP multicast address 

ïset all devices in room x for presence of person

ÅSome may reflect simple operation on multicast 
addresses, others more complex operations

ÅIn any case the security parameters may impose 
authorisation constraints
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Application Composition
ÅMany applications are generic, but require 

configurationto make them specific, e.g.:
ïMay call sub-processes

ïRequire configuration data

ïPut over specific network stacks

ïCall security subroutines

ÅHANDLE can give some assistance there
ïE.g. Have Handles for DTLS with same prefix for Linux, 

Contiki, Windows, then WindowsXP/тκу ΧΦ

ïOr Sensing and Actuation as a Service needs sensors
ÅSensor Type, Sensor location, sensor network access

ÅEach may refer to complete Handles
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Application-initiated operations
ÅTo initiate an IoToperation, known by its Handle, the 

application accesses the HIR, 
ïGiving the Handle ID, the application ID (AID), and Requestor 

ID (RID)

ÅThe HIR accesses the HS and checks the authorisation of 
the AID
ï If AID is authorised, HIR returns Handle record, which may 

include parameters, resource address and security token (ST) 
forall possible actions, and authorisations for the RID

Å Application may then access resource with authorised ST
Å Resource need check only correctness of ST, and if 

satisfied will perform action requested
Å Note much of the information may have been stored in 

the application during a set-up phase
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Application-initiated operations
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Sensor-initiated operations ςSensor Alarm
ÅThe sensor sends alarm parameters to an application, with its 

sensor authentication token (SAT) and Sensor ID (SID)
ÅThe application accesses the HIR with the Alarm Handle, 

application ID, the SID, and the SAT
ÅThe HIR accesses the HS and checks the authorisation of the 

application and the authenticity of the sensor
ï If both pass the check, HIR returns Handle record, which may 

include parameters, resource address and security token for the 
Alarm procedures

Å Application may then access the Alarm process with the 
relevant security token (from HANDLE) and parameters from 
the sensor.

Å The Alarm process need check only the Handle authorisation 
and, if satisfied, will perform the alarm procedures

Å Note much of the information may have been stored in the 
application during a set-up phase
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Sensor-initiated operations
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Configuring Applications
ÅIn the previous discussion it was assumed Handle records 

existed and authorisation needs known
ïIn fact a configuration stage is almost always needed

ÅFor any application, there must be many models:
ïThe Physical Environmint: 
ÅRooms, location, contents to be managed

ïExact contents: make, properties and serials of devices
ïNetwork addresses of all IP-enabled IoT devices 
ïModel Addresses in its structure of legacy devices
ïApplication: what and how devices are managed, what security 

features are needed, what group operations are envisaged
ïSecurity: how resources are protected, how usage is regulated, 

which information needs to be secured in what way
ïAuthorisation: operations, configuration, re-configuration, 

security token authorisation, database entry update

11/6/2014, v9 IoT6 Project Meeting, Luxembourg 18



Configuration with IOT6 Digcovery
ÅOne could store Handles of room devices and their 

attributes in Digcoveryorother searchable  databases

ÅDevice description may even be accessed by Handle 
from an STIS database

ÅDifferent people, possibly distinguished by roles, can 
then be in another Digcoverydatabase, with 
authentication token

ÅThe application then takes these Digcovery-found 
resources (defined by Handles), adding authorisation 
priviledgesand puts into HANDLE as new Handles

ÅIt is then possible to do group operations with 
authorisation, by defining multiple Handles
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