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The Backgrountb loT6Gateways
A Large number ofoTdevices by 203Q Trillions

I Even 100s billions controllers

I Controllers and/or devices increasinglydfabled

A Authorisation and Security completalitabut
I Many enddevices weak, security protection comple;

A loTfor legacy devices will continue for a long tin
I Computers or phones replaced everp years

I Many industrial and

Infrastructures replace in decac

A Gateways best sim

nle, functionality In servers



Network, Gateway and Device Needs

A Must bescalableo large numbers & global reach

A loTapplications/devices neeconfiguration data
I ldentity and location of devices (in usable form)
I May need descriptions how technologies act
I Thus much use of repositories

A Securityfunctions essential
I Need to provide appropriate services
I Need services to be implementable
I Need provisions to be trustworthy
I Need operations to be trusted




What does Scalability mean?

A Architecturemust accommodate large numbers
i Identifiers, numbers of devices and processes
I Types of processes, devices and gateways
I Addressing all above
I Storing their properties

A Topologymust allow large numbers of devices
to beaccessedmonitoredandcontrolled

A Capable Reach should be global
I Even though most applications more local
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What Security services needed?
A Often authenticationservices required
I Both of the requestor and of thearget process/device

A Authorisationservices vital
I Directly from requestor or trusted intermediary
I Achieved by trusted authentication

A May requireconfidentialityservices
A May requirenon-repudiationof request or reply
A May requireaudit trail of transactions
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Scenarios, Components and System:

A Achieving scalability and security requires much
more than for scenario or separate components

A Web services (REST) provide a scalable mecha
A IPv6 gives a large Net space for addressing obje

A Passwords, symmetric and asymmetric encrypti
orovide tools to enable security

A However all the above need an appropriate
architecture and infrastructuréo provide services




IOT6 and HANDLE

A The IOT6 considering how IPv6 addresses mai
problems

A Have examined many features, and built systen
particularly for legacy technologies

A Most components not yet incorporate security

A Examining how properties of CNRI HANDLE sy
help appicationcomposition, scalability, security

A Is existing, deployed, globally accessible technc
A Not necessarily use actual global systems



What I1s the DNS?

A The Domain Name Structure is a hierarchic naming
structure for identifying uniguely network objects

A The DNS is Name Resolution Service resolves the
to network address of a network object

I The basic DNS normally requires some credentials for lo
modifying DNS entries; DNSSEC provides evidence that
DNS entries returned are authentic

I The DNS system is globally distributed and replicated
I There is no confidentiality on DNS entries, and no
authorisation required to access them
A There are components for Registering, Storing and
RolvingDomain Names

I There may be a searchable database linking properties ¢
deviceto its domain name



What is HANDLE

A The HANDLE naming structure assigns a unique
hierarchic identifier- aHandle- to a digital object

A A Handle is a record that associates the identifier w
a list of attribute pairgype/value

I As with Names in the DNS, from a certain level, the own
of the ID space can assign hieraradentifiers

I Any desired meaning can be associamath type

A Like the DNS, the HANDLE system has subsystem:

I Resolving (HIR), registering (HR) and storing Handles (F
I Permitting global access to the Handle store

I Providing database systems linking properties to Handle
I Requiring authorisation to update entries




%
%

DNS and HANDICHfferences

A There are significant differences also

Handle attributes are much richer including security
tokens, access to processes and databases

Access to a Handle attribute store requires authorisatiol

Handle resolver requests can require authenticated anc
confidential responses

anc
anc

e attributes can even be recurstyeeaning other
es can be an attribute

%

AN

DLE has better facilities for delegating functionality

subordinates, andor server distribution
A Would be very important for scaling and management



HANDLE and Security

A HANDLE use can provide the basis for secure syst
I Attributes of a Handle can be storedancryptedform
I They can includpasswordsandpublic/private keypairs

I Access via HANDLE allayesegated authorisation

A Application may usdelegated authorisatioig allowing complex
authorisation with simple facilities in gateways or etevices

A Providesophisticated facilitiewhere processing power exists
simple acceptance in constrained devigath trustworthy coms

A Trustworthysecure process chaining and
communicationswith DTLS

A Resource protectiogan rely merely ofrustworthy
authentication in protected resource

I Providing authorisation process, intg@rocess chaining
andinter-process communication are trustworthy

I Normally number of authentication sources limited
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Name Structure and Group Operations

A Another aspect is the possibility of different
Handles implying differerdroup operationse.g.:
i readall sensors infloor
AMay map into IPnulticast address
| setall devices in room x for presence of person

A Some may reflect simple operation on multicas
addresses, others more complex operations

A In any case the security parameters may impos
authorisation constraints



Application Composition

A Many applications are generic, but require
configurationto make them specific, e.g.:

I May call sukprocesses

I Require configuration data

I Put over specific network stacks
I Call security subroutines

A HANDLE can give some assistance there

I E.g. Have Handles for DTLS with same prefix for Lir
Contiki Windows, thedWindowsXPr k' y X @
I OrSensing and Actuation as a Serneeds sensors

ASensor Type, Sensor location, sensor network access
AEach may refer to complete Handles




Applicationinitiated operations
A To initiate anloToperation, known by its Handle, the
application accesses the HIR,

I Givingthe Handle ID, the application ID (AID), and Requestot
ID (RID)

A The HIR accesses the HS and checks the authorisation
the AID

I If AID Is authorised, HIR returns Handle record, winak
include parameters, resource address and security token (S
forall possible actions, and authorisations for the RID

A Application may then access resource with authorised ¢

A Resource need check only correctness of ST, and if
satisfied will perform action requested

A Note much of the information may have been stored in
the application during a setp phase



Applicationinitiated operations

Handle Service

Internet

Legacy

SOVUser
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Sensofinitiated operationsg Sensor Alarm

A Thesensor sends alarm parameters to an application, with its
sensor authentication token (SAT) and Sensor ID (SID)

A The application accesses the HIR with the Alarm Handle,
application ID, the SID, anide SAT

A TheHIR accesses the HS and checks the authorisation of the
application and the authenticity of the sensor

I If both pass the check, HIBturns Handle record, which may
Include parameters, resource address and security td&@etthe

Alarm procedures
A Applicationmay then accesthe Alarm process with the

relevant security token (from HANDLE) and parameters fron
the sensor.

A The Alarm process need check only the Haadl#orisation
and, if satisfied,will performthe alarm procedures

A Note much of the information may have been stored in the
application during a satip phase



Sensofinitiated operations

Handle Service

Internet

Legacy

o
AC Process
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Configuring Applications

A In the previous disCussion Tt was assumed Handle record:s
existedand authorisatiomeeds known

In fact a configuration stage is almost always needed

A For any application, there must be many models:

The Physicdtnvironmint
A Rooms, location, contents to be managed

Exact contents: make, properties and serials of devices
Network addresses of all-lhabled loTdevices
Model Addresses in its structure of legacy devices

Application: what and how devices are managed, what securit
features are needed, what group operations are envisaged

Security: how resources are protected, how usage Is regulatec
which information needs to be secured in what way

Authorisation: operations, configuration,-@nfiguration,
security token authorisation, databasatry update



Configuration with IOTBIgcovery

A One could store Handles of room devices and their
attributes inDigcoveryoother searchable database

A Device description may even be accessed by Hanc
from an STIS database

A Different people, possibly distinguished by roles, c:
then be in anotheDigcoverydatabase, with
authentication token

A The application then takes the§igcoveryfound
resources (defined by Handles), adding authorisati
priviledgesand puts into HANDLE as new Handles

A It is then possible to do group operations with
authorisation, by defining multiple Handles






